Future of EU Border I\/Ianagement
Innovation and Technologies
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Key Facts

eu-LISA is the EU Agency for the Operational
Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice

» eu-LISA manages large-scale IT systems to support the
implementation of asylum, border management, migration, and

justice policies in the EU

* Operational since: « Number of staff: * Annual budget (2025):
1 December 2012 375 (as of 1 April 2025) ca. EUR 315 min
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Landscape of border systems managed and developed by 2u-Lisa=

HOME AFFAIRS & BORDER MANAGEMENT

DTA

EURODAC EES ETIAS NEW REVISED EU.vAP  API-PNR
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@ INTEROPERABILTY
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Enhanced security

 Cross-border crime
 Terrorism

* lllegal migration

. 3

Competing Expectations

Travel facilitation

* Increasing number of
passengers

« Demand for better traveller
experience

* Importance of travel and
tourism industry in Europe

cU-LISAEa
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Challenges for
border management

Growing volume of travellers

Increasingly complex
security threats

Higher expectations
(efficiency, experience)

Rapidly evolving regulatory
framework (10, Al Act...)

Technology as an enabler

Benefits expected

Traveller: Seamless travel to the EU

Member States: Enhanced internal
security

Border guards/LE: Streamlined
processes: focus on more priority
tasks/ analyses

CU-LISA® s



Systems managed by eu-LISA 2U-LISAS

Creation Q Q G 2003

EURODAC
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Eégé;;l:: alerts

visa requests fingerprint sets
Data stored

(2024)
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searches operations transmitted data
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The future of EU
border management



Evolution of the regulatory landscape

2025

J 74

EES

Electronic record
of entry/exits

2026

o
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2026

Eurodac ETIAS

Expanded scope
and data

Pre-travel authorisation
for visa-exempt travellers

2025-2028
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Interoperability

Build bridges between
the different systems

2028

J

EU-VAP

Digital platform to
apply for visas online

2029

PN

Connecting point for MS and
air carriers for API-PNR data

2030

L

proposal

DTA

Application to create and store
digital travel credential
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EES ENTRY / EXIT SYSTEM (October 2025)

Record time and place of entry and exit from the Schengen Area by
third-country nationals, both visa-exempt and visa-required

Progressive roll out period until 10 April 2026 (fully operational)

Objectives:
Support MS in dealing with increasing flows of travellers

Enhance security in EU border management
Prevent irregular immigration

31 Dec 2025 23 Feb 2026

Individual traveller files registered 10.8 million 18.5 million
Entries 10.2 million 18.9 million
Exits 6.6 million 14.1 million

Refused entries 8 180 16 981






EU-VAP‘ EU VISA APPLICATION PLATFORM

EU online visa portal

Applications > Application 7654321

Application 7654321/2021 Mark admissibility

o o, S - Fully digitalise Schengen

Lodgad by applicant

© unreadanie dosument

RS e [ WA visa procedure by 2028

First arrival date: 01052021 Purpose summary: Tourism

Internally assigned: + Paid fee: 80€ O View full history

Online platform for visa
T application

Sumame: Jahnson Place of birth: Nairoki, Nairobi
Related supporting
First name{s): Ana Country of birth: KEN (Keny3s) Socuments

Date of birth:  01/07/ 1968 T Travel

= s Replace the visa sticker

Temporary
sex: Femaie Current nationality:  Kenyan - asudidia
1aan- s
Civil status:  Singlo National ID number: 857654321 2
10 Card
@) Travel document Dacument

et s o oo 42% cost reduction

e for applicants

No. of travel document:  AAISTES Date of issue: 01/01/2015

Valid until: 010172026

(@) contact details

E-mail address: ans johnsong@nevwmall.com Postal code: SE76-YTR
Telephone: BRTE5432° Location: Nairobi, Narobi
Home address! ACK Cardan Annex Country: KEN {Ksaya)

% .
In preparation 2028 11
Target Entry into Operation



EU DTA ‘ DIGITAL TRAVEL APPLICATION PROPOSAL

- Digital Travel Application for citizens to create and
store their digital travel credential (DTC)

Faster border check and reduced waiting time

Increased security — checks done in advance and
pre-clearance by border authorities

Strong encryption mechanisms

Application and system to be developed and
managed by eu-LISA, integrated with other systems

LU-LISA™



PUBLIC

Enabling Seamless Travel
to the European Union

www.eulisa.europa.eu
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The Traveller Continuum

Departure Arrival
eVisa application Pre-check by carrier
Automated border
control (ABC)
- o,
. : N@)
Visa I~ - Pre-enroliment at (ros o
T P self-service kiosk
'Y X X oor Sy
oven
' e
| 5] = I ,
=T o &)
Travel authorisation on Pre-check by carrier = M
ETIAS website B L
: e oo’
Visa s i
exempt =8 ;ﬁ
[ L X R4 e Physical
ooen border control

J |

Systems and
databazes checked
at different steps

P @ enas @ osis

® vis O fuodac @ Ecris-Ton

| Interpol databases

E] Europol database
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Main Initiatives and technologies to facilitate seamless travel

( ) C )

The European Travel Information and

The EU is set to fully digitalise Authorisation System (ETIAS) is a pre-travel
the Schengen visa procedure by authorisation system for visa-exempt
2025, |ntr0dt_1(:|ng an onl_lne third-country nationals planning to travel to the
platform for visa applications, Schengen Area.

and replacing the visa sticker

with a digital visa. p The Entry/Exit System (EES) will record the

- time and place of entry and exit from the
N Schengen Area of all third-country nationals,
ET I A s both visa-required and visa-exempt.

C )

This web interface will allow
international carriers to query

C )

Automated border control =
(ABC) systems, such as e-gates, .@

facilitate travel without
undermining the integrity of
bor_der chgcks. T!IEIF next the EU's relevant information
evolution — biometric corridors systems to make informed
- WI_II_ena_lbIe on-the-move decisions prior to boarding,
verification of travellers. while also reducing uncertainty
for travellers.

C )

Digital travel credential (DTC) is an

=28/ )

electronic identity document, which can Recent innovations include
temporarily or permanently substitute a personal/commercial mobile devices for
conventional passport and result in biometrics enrolment and identity
reduced waiting times at border verification, and the implementation of
crossing and more efficient traveller techniques to foil presentation and
processing. morphing attacks.

cU-LISAEa



TRAINING MATERIAL
AVAILABLE ON

eu-LISA PLATFORM

22

NEW TRAINING
ACTIVITIES
DELIVERED IN 2025

4 4 Y ' N ™~
HORIZONTAL SIS VIS EES
TRAINING
1 ONLINE COURSE 11 ONLINE COURSE 7 ONLINE COURSES 3 ONLINE COURSES 14 ONLINE COURSES
7 ONLINE MODULES 10 WEBINARS 1 ONLINE MODULE 3 WEBINARS 6 ONLINE MODULES
6 WEBINARS 6 WEBINARS ZEEIARS
( 4 \ r 4 R
o - - o
ETIAS ECRIS e-CODEX INTER-
OPERABILITY
6 ONLINE COURSES 1 ONLINE COURSE 2 WEBINARS
7 WEBINARS 7 ONLINE COURSES
EMIEERIARS 1 ONLINE MODULE
5 WEBINARS

FIRST WEBINAR

PLANNED FOR Q4 2025

The Training plan is based on the training needs analysis performed in July — October 2024. As per the practice, MS National Contact Points will be asked about
emerging needs during the year, and if needed, additional activities will be planned.

cU-LISAE




Technologies
and
challenges



Mapping of technologies relevant for the Agency

_Q

@ 5 IDENTITY
— MANAGEMENT

- Digital identity (DTC)

- ldentity fraud

- Biometrics in identity
management

COMPUTING
INFRASTRUCTURE

- Cloud technologies
- EU Security data space
for innovation

ARTIFICIAL
INTELLIGENCE

- Alin IT operations
- Natural language proc.
- Al in risk assessment

| @ ) CYBERSECURITY/
INFORMATION SECURITY

LU-LISA\:]

N
@ BIOMETRICS

- Al in cyber security
- Encryption

- Biometric data quality
- Performance of biometric
recognition systems

SOFTWARE
ENGINEERING

- Agile, DevSecOp
- Software factory
- Blockchain




je Artificial intelligence

Usages in eu-LISA

423 CRRS

@ Shared Biometric Matching Service * Analyse huge amount of data

« Make sense of undetected trends
* Increased accuracy

« Faster matching
@ Support to operations

 Enhanced cybersecurity
» Support service desk

423 ETIAS and VISA chatbots

* Review of coding
» Gen Al to reply to general questions

» Alleviate work of consular posts

@ Support to administration

* Optimisation of tasks

* Reduce cost & focus on tasks of higher value

* Available 24/7
» Efficiency gains

CU-LISA®9




{2 Biometrics

Challenges

@ Benefits of biometrics

For travellers coming to Schengen

 Faster and more seamless border crossing * Quality of the biometric data
- Performance at scale

For Member States and citizens

 Increase internal security (identity frauds, . Accurac_:y across_diffgrent
illegal migrations, serious crime and terrorism) populations (avoid bias)

* Robustness against attacks
For border guards and law enforcement

« Streamline and speed up verification to focus » Transparency & explainability

on most critical tasks and risk analysis .
 Training for users

CU-LISAE]



eu-LISA reports on biometrics and identity management  eu-tisa

TECHNOLOGY BRIEF
BUSLISA )

e b . .
OLOGY - PART 2

BIOMETRIC TECHNOLOGY - PART 1 G THROUGH BIOMETRICS?

A PARADIGM SHIFT IN IDENTITY MANAGEMENT AND SECURITY TECHNOLOGIES

Consultant, Educator, and Author)

Mark Twaln, “The Tragedy of Fudd'nh

EU is working on the goal
o g one of the world's most advanced
border management ecosystems in the world. to
sgnificant & o o

Criminal

TCR). O

development of these syste

crucial

lopment
ork® IF

IDENTITY MANAGEMENT
TECHNOLOGIES

IN THE CONTEXT OF INTERNATIONAL TRAVEL AND MIGRATION



https://www.eulisa.europa.eu/Publications/Reports/eu-LISA_Technology_Brief_Biometrics_part2.pdf
https://www.eulisa.europa.eu/Publications/Reports/eu-LISA_Technology_Brief_Biometrics_part1.pdf
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Foresight and
Key Enabling
Technologies

Artificial
Intelligence

Biometric Recognition Systems:
data quality, evaluation

and standardisation

Encryption

Unmanned
Aerial
Systems
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Policy Brief

Independent evaluation of biometric
recognition technology in the EU:
EU state of play and future options

Table of Contents
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Why is the evaluation of biometric technology necessary and what is the main challenge?

Why is it important to ensure an independent evaluation of biometric technology? ..........

State of play in independent biometric technology evaluation internationally compared to the EU ..
Regulatory landscape for the evaluation of biometric technolagies in the EU ..
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Considerations for innovation in border management

Operational reliability & resilience Human factor
* EU border systems are mission - High impact for individuals
critical

* Privacy, proportionality, accountability

s . by design
 Availability, performance, business

continuity are key * Public trust is a public asset that need
to be protected

» Cybersecurity and resilience: not

) « Contribute to efficient borders that
optional

remain human and lawful

CU-LISAE14



Key priorities for digital innovation in border management

Interoperability
Trustworthy Al
Data quality
across systems

Cyber-resilience

Cloud readiness



Thank you!

X I3 in o &R

@eulisa agency @agencyeulisa société/eu-lisa @eulLlISAagency eulisa.europa.eu



https://twitter.com/EULISA_agency
https://www.facebook.com/agencyeulisa/
https://www.linkedin.com/company/eu-lisa
http://www.youtube.com/c/euLISAagency
https://eulisa.europa.eu/Jobs/Contract-Types
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